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ABSTRACT 

Cloud computing is among the most critical technologies supporting the reliability, scalability, ease of establishment, and cost-
effectiveness features for business development. Although the cloud offers a diversity of services, despite its advantages, cloud computing 
still faces open and enduring challenges in ensuring the confidentiality, integrity, and availability of its sensitive data. Data stored in the 
cloud is readily prone to disclosure to hackers. The data is encrypted before outsourcing to avoid this. Encrypted data becomes hard to 
search in this event. This article aims to gather and analyze most of the encryption methods in the cloud database and finally summarize 
them in a table to utilize their high-level techniques, methods, benefits, and drawbacks. 
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Introduction   

Cloud computing is a concept that has been gathering 
considerable attention nowadays in the field of networking and 
computers. Adopting cloud computing, companies, or even 
individuals can outsource to a cloud server instead of storing or 
processing information with personal systems and servers. As 
such, they can pay only the price of renting the service to the 
cloud provider rather than paying a large amount of money to 
create the infrastructure they require locally, hence saving the 
corresponding costs. Besides, employing cloud computing, the 
company or person can access information everywhere and 
anytime with the Internet. That is, this innovative technology 
enables companies and people to substitute the Internet platform 
with their hardware and software and storage and processing 
devices. It is only needed that the system, which can be a mobile 
phone, a personal computer, or a mobile computer, be 
connected to the cloud account through the Internet to benefit 
its features [1]. 

Cloud computing, as one of the most significant computational 
models in current years, has lessened investment in IT as well as 
enhanced computational competence [2-4]. Through the pay-per-
use model, this technique presents consumers with extensive 
access to computing resources, including data storage, memory, 
processing, and virtual machines [5-7]. The chief objective of this 
schema is to provide computing capabilities in the figure of a 
metered service [8-12]. Consequently, according to Fig. 1, the 
cloud providers provide different scalable resources in the form 
of software services as a (SaaS), platform as a service PaaS, and 
infrastructure as a service (IaaS). [13-16]. 

 
Fig. 1: Cloud computing structure [16] 
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With the arrival of cloud computing, more and more data is 
being conveyed to cloud servers by individual users and 
companies. Cloud services can regularly be divided into three 
types: Public cloud, private cloud, and hybrid cloud. Normally, 
the public cloud is not reliable. The private cloud is assumed 
semi-reliable or fully reliable, and the hybrid cloud is a 
compound of a public cloud and a private cloud [17,18]. 
Encryption preserves data security in the cloud. Yet, at the same 
time, the ability to search by the cloud service is hindered. 
Searching over encrypted data is uncommon in Encryption 
methods. In case the data is encrypted before being stored in the 
cloud, the primary notion of data for the cloud service will not 
be understandable. Because it doesn't have the key to decrypt the 
data. In new years, searching over encrypted data has been one 
of the most up-to-date subjects in encryption and security. One 
can attribute this to the significance of searching for data access, 
outsourcing bulk data to a cloud service, and finally, distrust of 
cloud services. 
In this article, data outsourcing is introduced first in the second 
section. Then, data searchable encryption and the discussion of 
the search techniques on encrypted data are included in the third 
section. Lastly, the fourth section offers the conclusions of the 
examinations. 

Data Outsourcing 

In current years, numerous individuals, businesses, and 
companies have favored employing data outsourcing to benefit 
from attractive and diverse advantages of the cloud, using data 
storage and management services on cloud service providers. In 
the diverse designs of data outsourcing, several components have 
been viewed, depending on the intentions and services they 
present to the users. Most architectures comprise three entities: 
data owner, user, and cloud service. Fig. 2 depicts a modest 
design for data outsourcing [19, 20]. 
 

 
Fig. 2: Modest data outsourcing design [20] 

Data owner 
It is the actual data owner and supplier who negotiates with the 
cloud service and outsources its data to the cloud service to 
profit. It is supposed that the data owner does not have adequate 
experience or resources to preserve his data in local services and 
wants to outsource the data to answer the demands of users. 

Cloud service 

A cloud service is a semi-reliable professional entity that 
providing data storage and use services. In some cloud models, 
the two search and file services are available. In the design 
presented in Fig. 1, the index created by the data owner is given 
to the cloud service. The cloud service also conveys the results 
to the requestor. Secure outsourcing demands that the data 
owner and users be permitted to search the data, while the cloud 
service is unable to identify the data content. 

Data user 
A data user is a person who is verified by the data owner and has 
access to records stored in the cloud service. The user is a 
member of the system that sends search requests to the cloud 
service and gets a suitable response from them. In different 
models, user access for creating encrypted inquiries differs. 
Nevertheless, the cloud server may suffer from many attacks 
from inside or outside, making it unreliable. Also, databases may 
include critical information, such as customer privacy and 
business secrets. For data owners, cloud storage increases 
concerns on the safety of outsourced critical data. Cloud service 
providers who store people's information may access the critical 
user information without consent. Accordingly, in case the 
concerns regarding keeping information security for data owners 
are not settled acceptably, they will be unwilling to outsource 
critical data, despite its numerous benefits [21]. Hence, before 
outsourcing from the cloud, the private database must be 
encrypted so that all critical data in the private dataset can be well 
preserved against the cloud. As such, the cloud cannot be 
informed about the content of the data it contains. Most 
traditional encryption systems concentrate on protecting against 
plaintext disclosure. But the execution of inquiry and analyze 
operation on the data encrypted in traditional methods is 
difficult. Therefore, in the current few years, the issue of 
searching over encrypted data, searchable encryption, has been a 
principal topic in data outsourcing research. Various models and 
frameworks have been introduced in this regard to satisfy 
security demands. Nevertheless, no model has hitherto been 
developed to thoroughly discuss the concerns in this field. 
Research in this domain and presentation of new models is still 
ongoing [22]. 

Searchable Data Encryption 

The method of searching over encrypted data with data 
outsourcing was initially done by Sang et al in 2000. Searchable 
Encryption (SE) is known as an encryption method, which 
protects critical information versus the cloud service or any other 
illegal person in addition to providing data search conditions, 
including accuracy and effectiveness. The chief goal of this kind 
of encryption is to search over encrypted data in a fashion that, 
notwithstanding the search capability, the cloud service wouldn't 
be able to obtain information from system queries and data. 
What separates this method is the effectiveness, speed, 
timeliness, safety level of the data owner, and the search accuracy 
of the user [23, 24]. 
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Search over encrypted data techniques 
Each document can be split into a set of words, and each word 
can be considered as a token or symbol. This subdivision can be 
a 64-bit block, a word, a sentence, or a somewhat smaller unit 
depending on the program's domain of interest. For simplicity, 
in the beginning, these words were considered to have an 
identical length. As there could only be one low-bandwidth 
network for the server, only documents including the W-word 
were anticipated to be restored. 

• Search with the sequential scan of the 

document 

A- Initial search 
The document including the sequence w1, w2, … , wi is originally 
encrypted. This is done by obtaining XOR of plaintext with 
Pseudo-random bit sequences similar to Fig. 3. The sequence of 
pseudo-random values s1, s2, ... si is created employing stream 
cipher, in which each Si is of n-m bit length.  
To encrypt the n-bit Wi word that appears in position i, the 
pseudo-random bits take the Si to adjust the set Ti: = <Si, Fki 

(Si)> and yield the Ci: = Wi ⨁ Ti encrypted text as the output. 
Note that it is only the key owner that can generate T1, T2, … Ti 
pseudo-random stream. No one else can do it. Of course, 
encryption can be online: so that each word accessed is 
encrypted. The selection of ki keys is flexible. That is, one can 
use the same k key for all places in the document, or a new ki key 
for each position regardless of the other keys [23]. 

 

Fig. 3: The initial search 

This arrangement enables searching the data without exposing 
anything else regarding the plaintext. To search the W-word, the 
corresponding W and k must be provided. The server can next 

search W in the encrypted text by examining whether Wi ⨁ Ci 
is for the similar S is of <S, Fki (S)> form. In circumstances where 
no key is granted, nothing can be discovered about the plaintext. 
Still, this design provides for limited control only and is not 
competent. 

B) Controlled search 
As stated before, if the user desires to search for the word W, 
fk’(W)  and W must be presented to the server. This enables the 
server to know all the places where W may be. But ut doesn't 
show anything in places where Wi ≠ W. The main idea is to 
choose the keys following ki: = fk’(Wi).  As such, k’ is chosen 

randomly and is never disclosed; this is the desired goal. This 
design is incompetent yet: to permit the server to locate the 
word W, still, the owner has to give W to the server [23]. 

C) Hidden Search 
It is not very pleasant for the data owner to expose the desired 
word to the server to search. The data owner desires the server 
to search and retrieve the answer without being aware of the 
word. This is achieved by applying a definite Ek’’  encryption 
algorithm and encrypting each W word in the plaintext 
individually. Note that E is not authorized to use any random 
agents. Moreover, the calculation of Ek’’(x)  relays only on x, and 
should not depend on the position i in the document where x is 
located. After the encryption, a succession of encrypted words 
x1,x2,…xl is made. Next, by stream cipher, the text is encrypted 

to achieve Ci (Fig. 4). Ci := Xi ⨁ Ti, Xi: = Ek’’(Wi), Ti := < Si 
, Fki(Si). 

 
Fig. 4: Hidden search [23] 

To search a W word, the owner calculates X: = Ek’’(W)  and k: 
= fk’(X)  and sends <X,K> to the server. This lets the server to 
search for W without disclosure. It is easily perceived that this 
design meets the hidden search feature as long as it is safe against 
the E-encryption. Given that the data owner provides the ki keys 
following the ki:=fk’(Ek’’(Wi))  formula, the plaintext can't be 
restored from the encrypted text anymore. Because he needs to 
recognize the Ek’’(Wi) before encrypting it. This goal defeats the 
encryption design, for even the experts can't decipher with access 
to the keys [23]. 

• Index-based search 
Considering the assumption that some of the data are bulky, the 
successive scan may not be as efficient as adequate. For some 
applications, i.e. massive databases, a general method to speed 
up the search is to employ a pre-calculated index. This index 
includes a list of keywords. For each keyword, there is a list of 
pointers to the documents where the keywords emerge. 
Keywords are favorite words that may be searched later. This 
index is initially created for plaintext documents. The index and 
plaintext are then encrypted. The encrypted text is then stored 
in the server. It is simplistic to imagine that encryption of 
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keywords is enough and the locations can be free and exposed in 
the index. Although this facilitates the search for the answer to 
searches, it also sends much information to the servers and paves 
the way of different statistical attacks. A simple method is to also 
encrypt document pointers in each index list. consequently, 
when E(W) is searched in the server and a match is found, the 
encrypted list returns those conforming locations through the 
index. A general drawback of this kind of search is that whenever 
the documents vary, the index is to be updated. This can lead to 
significant overhead [25, 26]. 
Here are some types of indexes: 

A) Direct index 
The direct index contains tuples of the document and keyword 
list. In this method, the (key; value) index (Table 1) is used to 
construct the index. Key represents a document, and 
the value is the list of keywords utilized in it. The index table is 
encrypted in multiple ways to retain it protected from the sight 
of the cloud service. The security gap of the direct index 
structure is the revelation of keyword distribution information 
over time [27,28]. 

 
Table 1: The direct index 

Value Key 

w1,w3,…w7 D1 

w1,w5,…w11 D2 

…. …. 

w2,w5,…w10 D3 

B) Inverse index 
The reverse index was formed because of some direct index 
security flaws, such as exposure of keyword distribution 
information in documents. The same (key; value) structure is 
used in this index too; except that key indicates a keyword 
and value represents its corresponding documents [29]. 
 

Table 2: The Inverse index 

Value Key 

D1,D2,..D18 w1 

D2,D7,..D25 w2 

…. …. 

D4,D12,..Dn wm 

C) Bitmap index 
This index was proposed in 1985 by Wang [30]. Corresponding to 
each unique value per column, a bitmap is created in this index. 
The user can refer to the corresponding bitmap of the value 
searching for to extract the sentences containing the desired 
value. Bitmap indexes have various types depending on the sort 
of application. One can refer to the simple bitmap index, range 
bitmap index, interval bitmap index, multi-component bitmap 
index, etc. 

D) Binary tree index 

This index was proposed by Rudolf Bayer in 1971 [31]. For the 
binary index search, a number is initially compared to the root 
value of a tree. If this number is greater than the key, it will next 
be compared to the number in the subdirectory node on the 
right. And otherwise, it will be compared with the number in the 
subdirectory node on the left. This process is iterated 
successively in the tree to end at the leaves, which are the search 
results. In the leaves, the IDs are encrypted. Hence, after the 
search, these encrypted IDs should be sent to the client and sent 
back to the cloud once more after the decryption to return the 
desired line [32]. Binary tree indices have various types depending 
on the nature of the application. The B + Tree index [33-35], the 
MMB Cloud-Tree index [36], the U2-Tree index [37], and so on are 
some of those indices. 
The general search process with an index on the encrypted data 
is classified into five steps [38]: 

1. Extraction of document keywords 
2. Building a searchable index 
3. Creating a search trapdoor 
4- Searching the index based on the trapdoor 
5. Returning the search results 

• Keyword-based Search 

1- Search with a single keyword 
In this method, first, a list of discrete keywords is extracted by 
the file owner from the file set. When an authenticated user tries 
to search for a keyword, a search request is created in the figure 
of a trapdoor regarding the keyword. Following receiving the 
request from the server, the index stored in the cloud is searched 
and the set of files including the keyword is returned to the user. 
If the outsourcing environment is partial cloud data, the 
traditional searchable encryption designs are consistent with 
Boolean search keywords, Allowing the user to search for 
encrypted cloud data without violating data privacy [39, 40]. But in 
the nonexistence of massive cloud space, this file is not supported 
in the same way. In these circumstances, the user has to browse 
the restored files without decryption in similar files, only 
resulting in overhead processing. This also results in network 
traffic and undesired computing cost. Ranked keyword searching 
was proposed to overcome this critical bug, as well as ensure the 
accuracy of file recovery. The rank is defined by considering the 
certain criteria such number of keywords to increase the usability 
of system with recovering the files in the ranked keyword [41]. 

2- Search with Multi keywords  
Nowadays, owing to the massive amount of data stored in the 
cloud and the great amount of search data connected with each 
keyword, studies are leaning toward multi-keyword searches to 
improve user search and search efficiency. Given that the user 
can search with Multi keywords in a single search, the search 
precision will also enhance. Employing multiple keywords 
narrows the number of results, and returns only the identical 
documents. Besides, to promote the status of a scheme, the 
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ranked search with multi keywords on the encrypted data was 
recommended [42-44]. 

3- Search with the fuzzy keyword 
In the search designs discussed earlier, only the accurate keyword 
searching is supported. But existing encryption methods are not 
perfect for the cloud computing scenario and cannot endure 
minor inconsistencies and typos in the keyword. Commonly, 
user search input may not precisely match the preset keywords. 
Hence, to overcome this problem and to cover the users' search 
more reliably, the search with fuzzy keywords was presented. 
The fuzzy keyword search design returns the search results 
following the following rules: 

• In case the user search input matches the predefined 
keyword exactly, the server returns the files including the 
keyword. 

• If there is a text or spelling inconsistency in the search entry, 
the server returns the nearest match results based on the 
keyword connotative similarity. This search architecture is 
illustrated in Fig. 5 [45, 46]. 

 
Fig. 5: The fuzzy keyword search architecture 

 

4- Conjunctive-keyword search 
If the user is interested in searching for documents holding each 
of multi keywords, either the server capacities for each of the 

keywords should be provided individually to the user and rely on 
quadruple calculation for the right set of documents, or to 
facilitate such searches, the user may store additional data, such 
as the keyword, on the server. Neither of these solutions is 
acceptable. The former allows the server to learn documents that 
correspond to each separate keyword in the search while the 
latter leads to exponential storing. To overcome this difficulty 
and enhance search results in response to user requests, the 
Conjunctive-keyword search was proposed [47]. In the following, 
with the development of this method, more flawless schemes are 
presented and better results in response to searches are offered 
[48-50]. 

5- synonyms-keyword search 
In a real search scenario, the search of cloud customers may be 
synonymous with predefined keywords. To better and fully 
cover the search issued by the user, the search was granted with 
synonymous keywords. But cloud servers are better to support 
this keyword search feature for encrypted files. Examples in this 
regard include a web browser search tool for searching web 
pages. Also, search expressions or highlighting them or color-
coding synonyms on a web page to provide the words through 
which are found by them is notable [51, 52]. 
It cannot be certainly claimed that the search techniques 
mentioned regarding the encrypted data cover all available 
techniques. However, attempts have been made for most of these 
methods to be examined and pointed. It is worth noting that 
some of these methods overlap with other(s). In other words, the 
techniques and methods of them are used in combination, and 
this is one of the necessities of these techniques. In conclusion, 
Table 3 reviews the various search methods, the types of 
performance, the advantages and disadvantages of each, so that 
they can be adequately employed and exploited concerning the 
ends needed in the layouts ahead.

 

Table 3: Encrypted Data Search Techniques 

Drawbacks Benefits Performance Method Technique Row 

Disclosure of W and k simplicity 

The document is first encrypted with XOR of plain text 
with pseudo-random bits, and then the W and k of the 

server must be searched for the word 

Initial search [23] 

successive 
scan 

 

1 

Disclosure of W 

Nondisclosure of 
encryption key 

directly 

Similar to initial search, except that k is chosen 
randomly as well 

Controlled search [23] 2 

Disclosure of statistical 
information 

Nondisclosure of 
encryption key and 

directly 

Like the initial search, however, words are also 
encrypted and then used with the definitive encryption 

algorithm Ek  '' .  
Hidden search [23] 3 

Disclosure of a 
keyword's distribution 

information as time 
passes 

Fast searching 

 

tuples of the document and keyword list. 
Key represents a document, and the value is the list of 

keywords utilized in it 
Direct index  [27,28] 

Index-

based 

search 

4 

Unsecure against 
statistical attacks 

Lower searching 
time 

Similar to direct index. Except that key represents a 
keyword and value represents the associated documents 

Reverse index  [29] 5 

High calculation 
overhead 

Lesser intricacy 
For each value, the bitmap is referred to while 

searching over a specific value 
Bitmap index    [30, 53-56] 6 
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High calculation 
overhead 

More coverage 
Searching for the user's request in tree index. The IDs 

are encrypted in the leaves. These IDs are returned after 
searching 

Binary tree index   [31-37] 7 

Unsecure against 
statistical attacks 

Exact searching 
equal to the 

keyword 

Searching for user-encrypted text is done using a 
keyword 

Search with a single 
keyword   [39-41] 

Keyword-

based 

search 
 

8 

Higher overhead with 
searching of similar 

documents 

Multiple user 
request search 

Searching for user-encrypted text is done using multiple 
keywords 

Search with multi 
keywords    [42-44] 

9 

High cost 
Better matching of 
user requests with 

documentation 

Searching over the encrypted text using keywords and 
covering typos and incorrect keywords 

Search with the fuzzy 
keyword [45, 46] 

10 

High cost 
Coverage of the 

user's request with 
Conjunctive words 

Searching for user-encrypted text is done continuously 
using multiple keywords 

Conjunctive-keyword 
search [47-50] 

11 

Ambiguous words lead 
to returning of 

irrelevant records 

Better covering of 
the user's requests 

Searching for user-encrypted text is done using a 
keyword and covering synonymous keywords 

synonyms-keyword search 
[51, 52] 

12 

Conclusion 

This article reviews multiple search methods in encrypted cloud 
data. Examining several techniques for searching encrypted data 
enables users to conduct searches based on the nature of 
requirements and desires while enhancing security. The cloud 
server can search the encrypted data but cannot access critical 
information in the data. Of course, doing this sort of search 
extends the search cost. The principal objective of all these 
methods is to prevent knowing critical information from the set 
of documents, keywords, indexes, and searches during 

searching. As such, users' privacy is preserved. 
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