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ABSTRACT

Since there is no specific treatment for coronavirus, there is an urgent need for global monitoring of people with Covid-19. This study
aims to provide a conceptual model based on health information technology services for Covid-19 management. The present study is
applied descriptive research that was performed on a cross-sectional basis in a COVID-19 Center Hospital in Fars province of Iran in
April 2020. To determine the necessary services, a questionnaire was given to various specialists in the COVID-19 Center Hospital.
Finally, based on the results of the questionnaire, a comprehensive conceptual model for the management and control of COVID 19 is
presented.

The proposed model consisted of three layers of cloud computing, fog, and data acquisition. All services were approved by the surveyed

participants. Information communication technology tools have an important role in all aspects of contagious disease management.

Keywords: Epidemic, Outbreak, Disease control, Medical informatics, E-health, Conceptual model, Tele-monitoring, Internet of
things, Fog computing, COVID-19, New coronaviruses
Organization's report on managing epidemics in 2018, the 21*

century has already been marked by major epidemics. The

Introduction

epidemics in this century are spreading faster and further than

ever. Outbreaks that were localized in the past can now become
Information and Communication Technology (ICT), including . . . . .
a global issue very quickly, in fact, as fast as an intercontinental
the internet, wireless networks, mobile phones, cloud . ’ . .
aircraft can fly [3]. Infectious diseases are both a national threat

computing, fog computing, and the Internet of Things (IoT), . o . o .
to countries and a potential international crisis. Continuous

are used as health care support services [1]. Given the role of . . .
monitoring of the prevalence of airborne, contagious, and

healthy citizens in the development of any country, ] ) ]
deadly diseases is the most important part of health care support

governments allocate significant funding for health information . . .
) ) services [1, 4]. If governments or health insurance companies

technology infrastructure [2]. According to the World Health . L .
can monitor healthcare utilization daily and the spread of

infectious diseases at the national level in real-time, a great
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opportunity will be provided to manage health care services.
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introduced in 2015, is one of the most successful systems in
using information technology to monitor and identify the use of
health care services. The launch of such systems could certainly
help governments to act on time to prevent the spread of
infectious diseases and prevent secondary infections during the
outbreak of infectious diseases such as MERS [5]. During
epidemics, diagnosis can only be made based on symptoms; this
is while the early diagnosis is necessary both for treatment and
prevention of infectious diseases [7]. Monitoring the health of
people in the community plays an important role in controlling
and preventing the spread of infectious diseases. For example,
continuous monitoring of the respiratory system can prevent
Severe Acute Respiratory Syndrome (SARS) [8]. Studies show
that patient self-care and telemonitoring reduce the number of
hospital visits and can also predict the likelihood of getting the
disease [9]. In the treatment of an epidemic such as influenza,
time is greatly important. In annual epidemic diseases,
telemedicine allows rapid and appropriate use of treatment and
limits general exposure to infected individuals [7]. The use of
telemedicine in epidemic conditions has the potential to
improve epidemiological research, disease control, and clinical
management [10]. Information and communication technology
and mathematical-based models have been widely used for the
prevention and early prognosis of deadly epidemics [4].
Outbreak modeling can also help us to understand the ways that
a disease speeds, and as a result, it enables us to find the best
ways to prevent the spread and fight against infectious viral
diseases [11]. Corona Viruses (CoV) are a large family of
infectious viruses that can lead to a variety of illnesses, from
colds to more severe diseases such as Middle East Respiratory
Syndrome (MERS-CoV) and Severe Acute Respiratory
Syndrome (SARS-CoV). The new coronavirus (nCoV) is a new
strain of this virus that has not been previously detected in
humans [12]. The new coronavirus first appeared in Wuhan,
China, on December 19, 2019, and spread rapidly in other
countries [13]. Researchers in this short period have been
looking at various aspects of this unknown virus. Most articles
published since the outbreak of coronavirus until April 2020
have been focusing on various aspects, including the
characteristics and lessons learned from Covid-19 [14],
epidemics [15, 16], pathology [15], descriptive and exploratory
analysis of identified cases [17], the role of radiology in rapid
diagnosis, prognosis, and control [18-21], the effect of
chloroquine phosphate in treatment [22], the role of alternative
methods in controlling the prevalence [23], comparison of three
groups of coronaviruses such as SARS, MERS and novel FI [24],
and pregnancy care in coronavirus [25]. Due to the rapid spread
of new coronavirus 19 in many countries and regions, the
number of patients with the virus has exceeded the capacity of
hospitals. Healthcare professionals working to manage this
unprecedented crisis are faced with the question of what is the
best way to coordinate medical resources used in completely
separate locations. Due to the high risk of infection and the
characteristics of human-to-human transmission, many cities are

being locked down [26]. As a result, not only the patients have

been marginalized, but also many physicians working in regional
hospitals have been having limited access to the necessary
counseling and treatment guidelines from provincial hospitals to
manage cases of Covid-19 pneumonia. As long as this crisis
persists, relying solely on traditional communication practices,
such as a doctor's visit or face-to-face counseling on a health
care professional network, can lead to significant costs and
increased health concerns. Taking advantage of telehealth
paradigms, including telemedicine, some countries have
succeeded in combating the epidemic by combining information
and communication technology with health-related services.
Combining online consultation and real-time clinical data
exchange can remotely support the digitalization of workflow.
Due to the novelty of Covid-19 disease, articles that have
examined the role and use of information and communication
technology in controlling, preventing, and predicting the
disease until March 2020 are very few [27, 28]. Moreover,
these limited studies have mainly focused on the pathology and
treatment of this disease. This study aims to provide a
conceptual model based on information and communication

technology to effectively manage Covid-19 disease.

Related Work

The application of information technology in the prevention,
control, and management of infectious diseases that have
occurred in recent years has been discussed in this section.
Technologies have been examined in three general categories:

- Electronic health (e-health)

- Cloud computing, fog, and the Internet of Things (IoT)

- Data mining

e Flectronic Health

Electronic health is an emerging field in medical informatics,
public health, and business, which enables health services and
information to be distributed or enhanced through the internet
and  related  technologies. In  e-health,  Information
Communication Technology (ICT) is used for improving and
delivering  health  services and  related  information.
Telemedicine, Telchealth, Mobile-health, Mobile patient
monitoring are examples of e-health. Telemedicine is a
commonly used term in the healthcare sector and is a type of e-
health [29, 30]. Telemedicine is often seen as a way to improve
the management of chronic diseases and help medical
emergencies [30-32]. Research shows that the use of this
technology during epidemics has a high potential in discase
control [32]. Telemedicine applications in epidemic conditions
can be divided into 6 conditions:

1: Teleconsultation for affected patients who are quarantined in
health centers or at home

2: Tele-expertise that enables the exchange of views between
the healthcare team

3: Maintaining the care of patients, who are unable to access

health care facilities
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4: Teleconsultation for healthy people who are quarantined at
home

5: Tele-monitoring to identify people suspected of having the
disease

6: Tele-radiology

The launch of remote counseling systems, while reducing
unnecessary referrals to infectious disease health centers to
assess health status, reduces the transmission of disease to
healthy individuals [33]. Therefore, remote medical counseling
prevents healthy people who are quarantined at home from
going to care centers when they are suspected of having the
disease. It also helps the medical team to visit people at their
homes for further examination. Among studies done in this
area, we can point to tele-counseling through a mobile-based
telemedicine application to identify suspected cases of Ebola
during the outbreak of Ebola in West Africa. An analysis of
online questionnaires that collect data on the health status of
people in the community at the time of the outbreak of a
contagious disease allows health monitoring centers to identify
people suspected of having the disease through a telemonitoring
system. Other examples of telemonitoring used during the EVD
epidemic include the use of smartphones in Sierra Leone for
Contact Tracing [34, 35], as well as the integrated platform
based on open data kit and form hub technology in Nigeria [36].
In 2014, a mobile application for telemonitoring was developed
by the United Nations Population Fund with the outbreak of
Ebola in Guinea. “Ebola Tracks” was a text message-based
remote monitoring system that was used in 2014 in Western
Australia to monitor people returning from African countries
affected by Ebola. The health status of those who were
potentially exposed to the virus was checked twice a day via
text message. One of the parameters used in this system was
body temperature [37]. To reduce the time that care providers
spend on communicating with patients quarantined at home or
in medical centers, tele counseling has been considered as an
acceptable solution. This system shortens the chain of infection
and the virus. During the 2003 epidemic of Acute Respiratory
Syndrome (SARS) in Taiwan [38], the 2009 HINT1 flu pandemic
[38], the 2013 H7NO flu in China [39], and the 2014 Ebola care
in the United States, teleconsultation was used to assess the
patients’ status [40]. In the 2015 coronavirus epidemic (MERS),
South Korea's care centers used tele-prescription to prescribe
medication for people who were in quarantine [10]. Regarding
the application of telemedicine at the time of the epidemic, we
can refer to the tele-expertise or distant experience that enables
the physicians in a region to benefit from the experiences and
expertise of their colleagues [41]. This system helps them to
communicate with each other and provide multidisciplinary
care. In addition, when local medical centers do not have a
clinical specialist to diagnose the disease or treat patients, the
main supportive centers can advise their colleagues remotely
[42]. Protecting the mental health of employees is essential for
better control of infectious diseases, but the best approach in

this area during epidemics is unknown [41]. In order to respond

to the psychological pressures of employees during the outbreak
of infectious diseases, there is a strong need for psychological
counseling in medical staff [43]. Using a tele psychological
system is an effective solution for this problem. It is also
essential to create a psychological intervention team, which
provides online courses to guide medical staff to deal with
common psychological problems. In addition to medical staff,
psychological skills are needed to deal with the anxiety, fear and
other emotional problems of quarantined patients [44]. Tele-
radiology is a branch of telemedicine in which, information and
communication technology is used to transmit radiological
images from one place to another. The goal of this service is to
share images with other radiologists and physicians in order to
enable remote diagnosis, consultation, and interpretation of
radiological images. The outbreak of pneumonia, such as SARS
and bird flu, highlighted the importance of tele-radiology
system. For example, during the outbreak of SARS, many
countries formed a national panel of specialists to determine
case status and examine clinical, radiological, and
epidemiological data from suspected patients [45]. Tele-
radiology services eliminate the need for transferring patients to
crowded hospitals and provide real-time diagnostic counseling
by specialists located across the country and the world to meet
the needs of local specialists [42]. Studies show that chest CT
has a low misdiagnosis rate in COVID-19 diagnosis and may
serve as a standard method for rapid diagnosis of COVID-19 to
optimize patient management. Given the critical conditions that
have plagued the world with the spread of infectious diseases,
the use of tele-radiology services can lead to the rapid and
effective transfer of findings to physicians [46]. In a study [42]
using the WhatsApp messenger platform, tele-radiology
services were used in order to diagnose Covid-19 in Iran. In this
study, the authors used social media to connect volunteered
physicians in North America and committed physicians in Iran
for tele-radiological counseling [42]. This communication
strategy allows radiologists from around the world to provide
advice for specialists in arecas with limited access to chest

radiology during a rapid expanding epidemic.

e Data Mining

Computers and data mining techniques help to analyze,
diagnose, predict, and control diseases caused by viral
infections. By performing various data mining methods on data
collected in infectious disease control centers, it is possible to
better understand the factors that affect the occurrence of
infection and the possibility of recovery from various infectious
diseases [47]. Infections such as MERS-CoV spread easily and
have a high mortality rate. Therefore, the establishment of
predictive systems and the diagnosis of these discases with a
high degree of accuracy can reduce the prevalence and mortality
rate of these diseases [47]. Studies show that early detection of
MERS-CoV infection can help to control the spread of the virus
and reduce human suffering [48]. In recent years, researchers
have used various machine learning classification techniques on
MERS-CoV datasets. In a study [47], data mining models were
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developed using decision tree classification algorithms, Naive
Bayes, and J48 to predict stability and improve MERS-CoV
infection. This study used the control and command center data
set of the Saudi Ministry of Health to build the model. The
accuracy of this model was estimated between 53.6% and
71.58%. Researchers in a study [49] proposed a cloud-based
MERS-CoV prediction system. This system is based on Bayesian
Belief Networks (BBN) for the primary classification of patients.
The researchers used a geolocation system to show patients on
Google Maps. Patients who were infected could be tracked by
GPS of their mobile phones. This proposed system is useful for
citizens as it allows them not to enter the contaminated areas.
Besides, health officials can effectively manage the problem of
infection. The result of this study allowed the prediction of
MERS-CoV-infected areas in Google maps with high
classification accuracy. In a study [48], to establish a disease
prediction model, the Support Vector Machine (SVM),
Decision Tree, and K-Nearest Neighbor (K-NN) classifications
were used on the MERS-CoV dataset, which included all
reported cases in Saudi Arabia between 2013 and 2017. In a
study [50], the researchers used three data mining algorithms of
Apriori, Decision Tree, and SVM to compare and differentiate
between two viruses with similar symptoms to SARS CoV and
MERS CoV. They used the data of spike glycoprotein from
NCBI. Results of the study distinguished the MERS and SARS
spike glycoprotein with high accuracy. A study [51] used data
mining techniques in a text-based MERS-CoV dataset to
identify high-precision binary, multi-class, and multi-label
classification models. The dataset included all MERS-CoV cases
in Saudi Arabia that were collected from the Saudi Ministry of
Health from 2013 to the second half of 2016. The results of this
study showed that the decision tree is the most accurate
algorithm for classifying binary classes, while k-NN is the most
accurate algorithm for classifying multiple classes. In 2016,
Kerdprasop used remote assessment data to model the main
characteristics of Deng's outbreak with regression and binning
classification. The proposed model achieved a 91-95% accuracy
[52]. Different decision support systems have been proposed to
prevent the spread of HIN1. In 2015, Lai et al. [53] developed
a system to predict the HIN1 pandemic based on daily influenza
cases and the general population in Hong Kong. They used
Spatio-temporal and stochastic SEIR (stsSEIR) model to predict
the number of cases for the next two days. In 2014, Dias and
Arruda proposed a mathematically based cost optimization
model to control the HIN1 epidemic based on the limited cost
optimization model [54]. In 2014, Farah et al [55] developed a
dynamic epidemic model for HIN1 Influenza using a Bayesian-
based simulator. One of the most effective ways to prevent and
control the spread of disease is to monitor and follow the news
and social media about the spread of infectious diseases. Today,
large amounts of emergency and health data are increasingly
being obtained from a wide range of websites and social media.
This information can be very useful for monitoring the disease
and early detection of its outbreak [56]. Due to the growth and

development of social networks, the use of web news mining

techniques can identify the demographic and geographical
information of users with high accuracy [27]. This is only
effective if these networks report statistical data along with the
related comments, photos, and videos about infectious discases.
This leads to the prediction of mortality rate in each region and
raises the attention of policymakers to support health care
systems in these areas in order to implement targeted training
programs in the areas, which ultimately reduce the incidence
and mortality rate in the societies [27]. In recent years, several
public web monitoring projects have been introduced to
monitor and detect early outbreaks of infectious diseases, which
include GPHIN [57], BioCaster [58], HealthMap [59],
EpiSpider [60], MedISys [61], and Google Flu Trends [62]. The
growing popularity of blogs, micro-blogs, and social networks
has recently become a valuable new source of information for
monitoring disease outbreaks. Among the articles that have
shown the potential of Twitter messages to detect and predict
the outbreak of disease, we can point to the articles [63] that
predicted a swine flu pandemic, [64, 65] detected influenza
epidemics, [66] used surveillance system to detect influenza and
cancer [67], all of which have used different machine learning
techniques to predict and diagnose the prevalence and classify
patients. Recently, a study [27] used the FAMEC method to
send a warning message to monitoring systems in order to
detect quarantined medical centers' prevalence promptly. In the
model presented in this study, unstructured data on coronavirus
(2019-nCoV) were extracted from Twitter and after the text
cleaning processes, they were classified. All of the systems and
solutions that have been presented demonstrate the successful
use of machine learning techniques to extract and acquire new

knowledge for public health care purposes.

* Cloud Computing, Fog, and Internet of
Things (loT)

Industry 4.0 and its main information and communication
technologies are completely changing services and the world of
production. This is especially true in the area of health care,
where the IoT, cloud computing, and fog, as well as Big Data
technologies, are changing the e-health and its entire ecosystem,
leading it to health 4.0. Hospitals need high-capacity
information technology infrastructure for patients' electronic
health records and data related to personal, patients, and
physicians [68]. Storing this data helps to prevent the spread of
infectious disecases. The most important part of health care
support services is regular monitoring of airborne disease
outbreaks [1]. Smart sensors and devices used to monitor the
patient's health have computational limitations and limited
storage capacity, so they are not able to cope with a large
amount of generated data [69]. The cloud computing approach
has been adopted to address such challenges. The cloud
computing model provides the ability to store, process, and
manage large volumes of data [70]. It provides high data
processing capabilities, along with no storage limitations. Cloud

computing, advances in mobile phone technology, and wearable
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wireless sensors have motivated cloud-based healthcare
services. Cloud computing is a paradigm that provides
information technology (IT) resources over the internet. Using
cloud computing, a huge amount of virus-related data can be
linked through social media and other health-related web
services [1]. The use of cloud computing in the provision of
healthcare support services also enables people to manage their
health, effectively. The modern healthcare industry is
unpredictable ~ without integration with internet-based
information technology. The IoT devices such as wearable
sensors, environmental sensors, etc. collect significant data on
patient health care, which must be processed efficiently [1]. By
combining  sensors, information  technology,  artificial
intelligence, and networking devices, the IoT can lead to
communication between hospitals, patients, and telemedicine
devices, which improve medical conditions. Studies show that
IoT is useful in controlling and tracking severe acute respiratory
infection [71]. The combination of the Internet of Things (IoT)
and related technologies can play an important role in
preventing the spread of zoonotic infectious diseases [24].
During the outbreak of infectious diseases, the disease control
centers need to monitor specific areas. Many efforts have been
made to develop portable, user-friendly, and cost-effective
systems to make a diagnosis at the point of care. In a paper [72],
an JoT system has been introduced that can become an essential
tool for health care centers to combat the spread of infectious
diseases that have been identified by DNA or Ribonucleic Acid
(RNA). Despite the benefits of cloud computing, due to its
centralized nature, it is unable to provide services with minimal
latency, location awareness, and geographic distribution that are
essential for IoT applications. Since the cloud computing
approach requires a constant internet connection at a reliable
speed with sufficient bandwidth, in cases where bandwidth is
insufficient and network interruptions occur, cloud delays
would increase, and would be difficult to provide healthcare
services [73]. In order to provide health care services where
decision-making and response to events with minimal delay are
necessary [74], another model of processing called fog
computing is used. Fog computing is a generalization of cloud
computing. Therefore, fog calculations can provide immediate
solutions in catastrophic or epidemic cases and provide a
platform for monitoring health status, diagnosis, and treatment
to prevent the spread of life-threatening diseases. A limited
number of studies have investigated the benefits of fog
computing in the process of managing infectious diseases in
their proposed models. In a study [75], a health monitoring
system based on fog computing has been proposed for real-time
monitoring and analysis of people's health, statistics, and related
events such as health data, location-based data, drug data,
environmental data, and meteorological data to control
chikungunya virus. Accumulated data from various events are
integrated into a common template and will be sent to the fog
layer instead of the cloud layer for fast processing and high
accuracy. In the fog layer, the Fuzzy-C means technique is used

to categorize the user into two categories of infected or

uninfected based on the collected symptoms. After a person is
diagnosed with the virus, an alert message will be sent to the
infected person, health care team, and non-infected people as
well as those who have visited dangerous areas or live in
hazardous or contaminated arcas to take precautions and
immediate action to prevent the spread of CHV. The results of
this study confirmed the benefits of the fog layer alongside the
cloud layer to achieve faster detection, reduce latency, and
optimize bandwidth usage. A study [1] provided a framework
based on fog architecture that categorized dengue patients into
three categories of uninfected, infected, and severely infected
using a dataset built-in 2010. The purpose of this proposed
framework was to create a latency-aware system to categorize
users into different categories based on related symptoms using
IoT sensors and audio/video files. To achieve this, a smart
framework consisting of three components has been proposed,
which includes the IoT layer, the fog infrastructure, and cloud
computing. By the use of network devices within the fog
infrastructure, the system delay time is reduced. The data
generated by the IoT layer is first processed by the devices in
fog layers, which are at a close distance from the user. The raw
data and generated data are then stored in cloud infrastructure
and then, they are sent to various institutions, including the
user, hospital, physician, and public health organizations.
Experimental evaluation of this hypothesis proved that using fog
infrastructure can provide a better response time for delay-
sensitive programs with the least impact on system accuracy.
Article [4] provides an effective cloud computing architecture
that predicts patients infected with HINI and provides
preventive measures for infection control. This program
includes four processing components along with a secure
medical database for cloud storage. The random decision tree is
used for the initial evaluation of the infection in each patient
depending on his/her symptoms. Social Network Analysis
(SNA) is used to present an outbreak situation. Other studies
that have proposed cloud computing architectures at the time of
the outbreak of infectious diseases include; Tazkia et al (2015)
study that attempted to identify the possible prevalence of
dengue virus based on statistical calculations and geographic
information system (GIS) [76], Sandhu et al.’s (2016) study [4]
that aimed to prevent and predict HINT influenza and MERS-
Corona, and a study [77] that proposed an IoT-based cloud
framework to control the outbreak of Ebola virus with
continuous telemonitoring of infected patients in real-time
using Radio Frequency Identification (RFID) technology, cloud
computing, and J48 decision tree. Since there is no specific
treatment for coronavirus, there is an urgent need for global
monitoring of those infected with Covid-19 [24]. In a study
[28], for early detection and rapid improvement of Covid-19,
the web-based program was presented for intelligence diagnosis
under the name of nCapp. This intelligent system classifies
patients in mild, moderate, severe, or critical pneumonia. This
cloud-based system can update its database online and update its
detection model based on the latest data. In connection with

infectious diseases, remote detection and monitoring of
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infections are vital for controlling the spread of disease in real-
time. In the event of an outbreak of infectious disease, people in
the community who go to medical centers can be at risk of
getting the virus [75]. Therefore, cloud - fog computing, which
is based on IoT tools and clinical decision-making systems, is an
important step in early detection of infectious diseases,
reducing referrals to health care centers and ultimately,

reducing the risk of infection in the community.

Materials and Methods

The literature on contagious disease management based on
Information-Communication Technology (ICT) was searched
on Medline, Scopus, Science Direct, Web of Science, OVID,
Springer, Google Scholar, Elsevier, and ProQuest using
such as

“Infectious  Diseases”

"Telemedicine", “Teleconsultation”, “Mobile health”, “Tele-

and “E-health” paradigm

radiology”, and “Industry 4.0 and its main information and
communication technologies" such as the Internet of Things,
Cloud and Fog Computing, and data mining combined with a
specific contagious disease (e.g.: MERS, EBOLA, SARS, Covid-
19, Influenza, etc.). Article reference lists and websites of
WHO,

searched.

public health  departments, and  disease-specific

organizations were also Selected articles and
literature were related to contagious disease management based
on ICT, description of program implementation, and health
policy

programs. The search was limited to English articles and

issues regarding contagious disease management
excluded dissertations. The authors reviewed each abstract to
climinate irrelevant articles. Selected articles were reviewed to
identify ~services and elements of contagious disease
management based on ICT. The present study is an applied
descriptive study that was performed on a cross-sectional basis
in a Corona Center Hospital in Fars province of IRAN country
in April 2020. The study population consisted of all physicians,
nurses, laboratory staff, and specialists in the field of medical
informatics, health information management, and Healthcare
Services Management, which numbered over 700 people. With

the help of Morgan's Sampling Table and using classified cluster

sampling, 250 people were examined, including doctors (40
people), nurses (160 people), laboratory staff (25 people), and
medical informatics and health information management and
Healthcare Services Management (35 people). People were
selected separately and randomly. The main tool of this
research is a questionnaire that has been compiled by reviewing
related articles in databases and surveying with experts to
determine the necessary services in the management and
control model of the prevalence of Covid19 disease. The
validity of the questionnaire was confirmed by experts and its
reliability was based on a preliminary sample with the
distribution of the questionnaire among 40 people and was
confirmed by Cronbach's alpha coefficient of 0.89. Then, to
determine the necessary services in the conceptual model, this
questionnaire was given to 250 specialists from a team of
clinical specialists, medical informatics, health information
management, and Healthcare Services Management. For the
questionnaire axes, a 5-point Likert scale was made. The
response scales ware: 1 = Strongly Disagree, 2 = Disagree, 3 =
Neutral, 4 = Agree, 5 = Strongly Agree. Besides, at the end of
the questionnaire, there was a space for registering the services
offered by the panel members, user comments about its
benefits, The

considering services was the collective agreement to reach a

problems, and limitations. criterion for
level of 75% or 3.75 and above of the 5 participants regarding
the "agreement"” rate. The sum of the two scales of "agree" and
"strongly agree" is considered the "agreement" rate. Excel
software was used to provide descriptive statistics. Finally,
based on the results of the questionnaire, a comprehensive
conceptual model for the management and control of COVID
19 discases is presented. In order to draw this conceptual

model, we used Microsoft Visio software.

Results and Discussion

Table 1 shows the results of the questionnaire evaluation.
According to the results of this Table, more than a 75%
agreement rate was reached for all services, so Delphi was done

in one stage.

Table 1. Necessary Services in the Conceptual Model of the New Coronavirus Outbreak Management

. L. Strongly A Agreement Rate (N)%
Service Description . Disagree Neutral
Disagree Agree Strongly Agree

Tele-monitoring of the health status of patients with the new

0% 0% 0% (0)0% (250)100%
coronavirus who are under home quarantine

Tele-monitoring of the health status of patients with the new

0% 0% 0% (7)2.8% (243)97.2%
coronavirus who are hospitalized

Electronic self-assessment of general population to assess the

. . 0% 0% 0% (0)0% (250)100%
status of new coronavirus infection
Telepsychology of hospital staff who care for patients with
. 0% 0% 0% (8)3.2% (242)96.8%
new coronavirus
Telepsychology of patients with new coronavirus who are
o e 0% 0% 0% (0)0% (250)100%
under home quaran

Telepsychology of patients with the new coronavirus who are

bosalined 0% 0% 0% (0)0% (250)100%
ospitaliz
Tele multiple disciplinary cares between physicians to share

experiences and provide multidisciplinary care to patients with 0% 0% 0% (16)6.4% (234)93.6%

the new coronavirus
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Tele-radiology to interpret the results of chest CT scans of
patients with the new coronavirus
Radiological imaging processing service by artificial
intelligence for precise and early diagnosis of new coronavirus
BIG Data analysis for various goals such as Prediction of the
survival time of hospitalized patients with the new coronavirus
based on the analysis of data collected from patients
Tracking the location of patients with the new coronavirus to
identify suspected sites infected with the new coronavirus
Tele prescription service for patients with new coronavirus
who are under home quarantine
Tele information service regarding the news of the new
coronavirus (prevention, treatment, prevalence and mortality,

ctc.)

Tele-training service for the general public and medical staff

0%

0%

0%

0%

0%

0%

0%

0% 0% (5)2.% (245)98%
0% 0% (50)20% (200)80%

0% 0% (27)10.08% (223)89.2%
0% 0% (0)0% (250)100%
0% 0% (24)9.6% (226)90.4%
0% 0% (0)0% (250)100%
0% 0% (0)0% (250)100%

All of these services have been used in the proposed framework.
Besides, 2% of participants in the survey commented on the
suggestions section, all of whom were emphasizing the need for

the integration of these services in a comprehensive platform.

Proposed Conceptual Model
Figure 1 shows the proposed conceptual model for the
effective management of the new coronavirus. In the proposed

framework, IoT technologies, fog, and cloud computing, and

Cloud services

Tracking Big Data analysis Fog update

Radiological
image processing

Tele-radiology Tele-prescriptions

Tele-multiple
disciplinary care
Tele-training

Telepsychology | Tele-monitoring

E-Self assessment| Tele-information

Fog services

Queueing

Event classification

Preprocess

GPRS / WiBro
Wi-Fi /3G / 4G

Data acquisition service
Sensor

e
Datacapture [T~ T "7 7 > ﬁm . Network

queuing networks have been used to create a comprehensive
platform for the management of COVID-19 diseases. The
layering approach in the proposed model consisted of three
layers of data acquisition layer, fog layer, and clod layer.
Different databases such as EHR, GIS, and PACS (Picture
Archiving and Communication Systems) are allocated to the

cloud layer. Different services use these databases. (Figure 2).

Pharmacy

,{‘) Patient
I‘ Health care
team
GPRS / WiBro GPRS / WiBro
Wi-Fi /3G /4G Wi-Fi / 3G / 4G
7S
Sensor Sensor
Network - Network

AE

Location 1 ..

Hospital 1 ...... Hospital n

Location n

Flgure 1. Proposed Conceptual Model

The data collection and preprocessing, including encryption,
compression, filtering, data standardization, data fusion, and
data management services, fog update are commonly used in
cloud and fog-based architectures. In the model presented in
this study, in addition to the above-mentioned services, 14 new
effective management services for the new coronavirus were

added based on the results of the questionnaire. Each of these

services has its own defined essential function, which is used as

an input to adjacent services.

A: Data Acquisition Layer
In this layer, data related to the COVID 19 virus and data

related to the environment and location of people are widely
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obtained from various IoT devices embedded in different places
at home and hospital, as well as sensor networks embedded on

the patient's body. Each sensor node is integrated with health

Data acquisition layer

(R

Health sensors

Fog layer

sensors, location sensors, and environmental sensors. This

information is sent to the fog layer for processing (Figure 2).

Cloud layer

Environmental sensors

(&

\

Location sensors

Hospital/Home 1 )
Hospital/Home y
Hospital/Home n j

PACS, EHR, GIS, News and Training Content DB

Figure 2. Three Layers Model

B Fog Layer

The fog layer (Figure 3) includes preprocessing, networking,
storage, encryption, compression, filtering, data
standardization, data fusion, and queue management. The data
sent from the data acquisition layer is stored in this layer. This
storage is necessary for local processing in the fog layer.
Another operation performed on data stored in the fog layer is
data encryption to increase privacy. Another fog layer service is
the standardization of data based on various medical informatics
standards. Data filtering service in this layer cleans the data
before analysis based on various filtering and noise climination
techniques. Data fusion service is used to combine collected
data, delete additional data, replace new data, and reduce the
volume of collected data. The data analysis service in the fog
layer processes data locally. Compression methods are used to
reduce the amount of data that is transmitted over the network
from the fog layer to the cloud layer. In the proposed
conceptual model, in addition to the services mentioned in the
fog layer, to increase the speed of data transfer between the fog
and cloud layers, reduce the bandwidth used to send data to the
cloud, and reduce the response time to data collected by Covid-

19 patients for health monitoring, 2 more services have been

added:

e Fvent Classification Service

Through this service, the patient's condition is classified into
three classes based on the data received, which include low risk,
medium risk, and high risk. In high-risk cases, the data received
from the patient is out of normal range and the person has
underlying discases or other risk factors. In the medium-risk
cases, some patient data is out of the normal range and does not
have an underlying discase or other risk factors. In low-risk
cases, the patient's parameters are not outside the normal
range. For classifying patient data into two classes of medium
risk and high risk, the range of normal values, history of
underlying diseases, or other risk factors are considered as
thresholds. The total patient data sent is considered an event. In
this way, the event will be sent to the cloud for review and
decision making only if the threshold is violated, and a warning

message will be sent to the health care team.

e Queueing Service

The task of this service is to prioritize the events sent by each
patient and transfer them to the cloud layer and make the final
decision. This service is responsible for sending events that have
one or more parameters out of the normal range to be sent to
the cloud. However, as the number of these events increases, a
queue of events that need to be sent to the cloud will be
formed. The task of priority queue service is to prioritize the
events according to the severity of the patient's condition and to

place them in the queue for sending. The type of underlying
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disease, or other risk factors and also the criticality of abnormal

Fog Nodes

parameters play a major role in the prioritization of events.

Fog Services
D Cloud Layer
Device: Layer Decision making and
Heterogeneous D Data storage @
ioF Daides aiid data R . . D U ———— @
Medical Sensors L2 B —— . ( ;:

Data preprocessing, Event
classification and queueing

Rule and
Pttern update

Figure 3. The Fog Layer Details

Cloud Layer
Most of the services offered by the proposed model for
managing and controlling the prevalence of Covid-19 are in this

layer.

o [F-Self-assessment Service

Using this service, the general public can evaluate their health
status by answering questions related to the diagnosis of a new
coronavirus. The self-assessment service also allows the
screening to identify people suspected of having the disease.
This service is a good alternative for people who go to medical
centers and prevent any congestion that helps coronavirus to

spread.

e Tele-information  and  Tele-training

Services

These services are responsive systems that include the
preparation and dissemination of reliable information and
training on the new coronavirus. The audience of these services
is the general public and medical staff. With these two services,
the guidelines and instructions of healthcare staff are available
for this group of users. Educational content (video, text, etc.)
can be provided for the general public in the field of prevention,
care, and treatment. Educational content for high-risk groups
(people with cancer, diabetes, etc.) can also be provided by
Tele-training services. The audience from both services will be
able to receive the latest news about the outbreak, the number
of people living with the disease, and the number of deaths
from Covid-19.

e Telepsychology Service
This service provides remote psychological counseling for:

- Patients

- Medical staff

- General public
In order to manage their stress. Psychological counselors
provide multimedia counseling services (voice, image, text) for
hospitalized patients, patients in-home quarantine, healthcare
staff, and healthy people in-home quarantine at regular intervals
or on request. Therefore, mental health employees, while
maintaining their health, can directly consult different target

groups through this service.

e Tele-monitoring Service

This service is for patients in
- The intensive care unit (hospital quarantine)

- Home quarantine.

The purpose of this service is to provide telemonitoring of the
health status of patients by the medical staff. After the patient's
information is recorded by the hospital, the patient's condition
is monitored at home to prevent recurrence of the discase in the
shortest time possible. The data of hospitalized patients are
collected by IoT devices. Patients at home also measure and
record their symptoms during standard follow-up scheduling
periods, as determined by the care center. This data is also
collected by IoT devices. The collected data will be evaluated in
the fog layer by the classification service and will be sent to the
cloud layer if the event is at high risk or medium risk category.
Events are sent to cloud-based decision-making systems for
further review. Evaluation results along with patient data are
provided to the healthcare team and then, the treatment staff
can take the necessary measure or action depending on the

patient's condition.

e Big Data Analysis Service
The Big Data Analysis Techniques on data stored in the cloud

layer enable the valid data to be used for various purposes such
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as predicting areas infected with COVID-19 in the coming days
based on the map, predicting the number of infected patients,
the survival rate of patients, and recurrence of the disease in
discharged patients. Users of this service are managers at

various levels of decision-making and healthcare professionals.

o Tele-multiple Disciplinary Care Service

This service allows the exchange of views and experiences of
physicians in different care centers rcgarding patients with
COVID-19. This service provides multidisciplinary care for

patients.

e Tele-radiology Service

This service is a channel for the exchange of the chest CT scan
between radiologists in different national and international
locations, which provides a valid interpretation of complex

chest examinations.

e Radiological Image Processing Service

This service provides intelligent analysis of the chest CT scan.
Using image processing techniques and deep learning on the
chest CT images archived on the cloud layer (in PACS), the
service can be used as a smart digital assistant for medical staff

to diagnose COVID-19 disease.

o Tele-prescription Service

This service is used to provide drug prescription services to
quarantine patients at home by physicians. After prescribing the
drug, the drug is automatically registered in the pharmacy

system and can be collected by patients.

e Tracking Service

Traffic routes are being tracked via mobile phone GPS in recent
days for all people who have been diagnosed with COVID-19
disease. Using this service, different areas can be classified in

terms of the risk level.

e fog update Service

This service is responsible for adding parameters and new risk
factors, and editing the value range of specified parameters in
order to determine the risk threshold. When a new parameter
needs to be added by experts, the process of defining the
parameter and determining its normal range will take place on
the cloud layer. This new information must also be applied to
the fog nodes for use. It is the job of the fog update service to
do the process of updating the fog nodes.

Discussion

Table 2 shows the layers and services available in some studies
related to coronavirus in recent years, as well as the proposed
framework, such as cloud layer (CC), fog layer (FC), and
internet of things (IoT). The services include Big data (BD),
Decision Making(DM), priority queue (PQ), Tele-psychological
(TP), Tele-multiple disciplinary care (TMDC), Tele-homecare
monitoring (THCM), Tele-hospital monitoring (THM), E-Self-
assessment (ESA), Tele-prescription (TP), Tele-radiology (TR),
Patient tracking (PT), Radiological image processing (RIP),

Tele-information (TI) and Tele-training services (TT).

Table 2. Related Work of Corona Virus Healthcare Framework based on ICT Services

Study Application Domain lIoT FC CC PQ DM BD TP TMDC THCM THM ESA TP TR PT RIP TI TN
Sandhu et al.
[49] MERS-COV prediction model v x v x ¥ v x X X X 4 x x ¥ x x x
Amir H. COVID-19
avarpanah Teleconsultation Service X X X X X X X X X X X x ¥ x X X X
[42] (WhatsApp Messenger Channel)
Raghav RS. et N
1 [78] Prevention of SARS Disease v v v x v v v 4 v v 4 x x v x x x
a
LiBai ,etal COVID-19 Intelligent Di sis and
iBai ,eta ntelligent Diagnosis an « v x v v x v v N v X x v x v v
[28] Treatment Assistant Program (nCapp)
COVID-19
Proposed
Conceptual Model for Management v v v v v v v v v v vy y v v v v v

architecture

and Control Outbreak

Studies that have been conducted on infectious diseases by
information technology services have benefited from these
services but these services are not integrated and a
comprehensive architecture for communicable diseases such as

coronavirus has not yet been developed. The innovation that

can be mentioned in this research is the use of priority queue
service as a service of the fog layer. This service is necessary
because risk factors can play an important role in the recovery
or death of people with coronavirus [79]. By taking advantage of

the priority queue service and prioritizing affected people based
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on the importance of risk factors identified for this virus, faster
treatment will be provided for this group of patients (with at
least one risk factor) in critical situations and irreparable
consequences will be prevented.

The proposed model has different aspects such as diagnosis,
prevention, training, and information, which together provide
the ability to manage and control the prevalence of the
infectious disease. Diagnostic issues create challenges for health
systems during the quarantine. For example, the accuracy of CT
diagnosis of COVID-19 infection depends on the skill of the
radiologist. The limited number of trained chest radiologists
specifically for this disease is a challenge and an obstacle to a
valid interpretation of complex chest examinations [42]. Recent
events, such as the global outbreak of COVID-19, highlight the
need for rapid and effective tools for recording, archiving,
transmitting, and interpreting radiological images of patients
with pneumonia [45]. Tele-radiology and the processing of
radiological images using machine learning techniques are
among the services offered in the proposed model that provide
accurate and rapid diagnosis of suspected COVID-19 cases.
Participants in the survey confirmed the need for both services
(with an agreement rate of 98% and 80%, respectively). On the
other hand, the existence of a multidisciplinary treatment team
that includes specialists from different clinical disciplines
provides a comprehensive assessment of patients' conditions. In
infectious epidemics such as COVID-19, to reduce the
accumulations of healthcare staff and subsequent cessation of
possible transmission of infection among them, Tele-experience
is an efficient service. According to the survey, the amount of
agreement with Tele-multiple disciplinary care service was
93.6%. Computer science has been widely used to analyze viral
epidemics and examine their changes [4]. The sudden increase
in COVID-19 cases has put a lot of pressure on health care
services around the world. At the present stage, rapid,
accurate, and clinical evaluation of the severity of the disease is
critical. It is helpful to use machine learning methods to support
logistics decision-making and planning in healthcare systems
[80]. Predicting patient survival, identifying high-risk patients,
and placing them on the treatment priority list will reduce the
mortality rate [81]. Big data analysis services and data mining
are important for both patients' prognosis and controlling the
epidemic. Given the importance of stress management in the
coronavirus epidemic, the use of specialists in the field of Tele-
psychological greatly helps to reduce the anxiety of society. On
the one hand, families with one infected family member need
psychological counseling to reduce their anxiety. They also
need to receive advice on special care during the quarantine. To
respond to the psychological pressures of the medical staff in the
hospitals that care for patients with the new coronavirus,
psychological counseling is a vital measure that should be
provided for medical staff [44]. Tele-psychological for medical
staff, quarantine people at home, and patients are among the
services offered in the proposed model after the approval of
participants in the survey. In times of epidemics, using methods

that reduce unnecessary referrals to healthcare centers will

reduce the risk of infection for health care workers and prevent
the spread of disease among healthy people. E-Self-assessment,
telemonitoring (hospital quarantine and home quarantine), and
tele-prescription are effective in achieving these goals. The
agreement rate with these services was 97.2%, 100%, 90.4%,
and 100%, respectively. Another aspect of the proposed model
is education and information. Due to the great concern of
people at the outbreak of infectious diseases, the demand for
information about the disease will increase, and the general
public has almost nothing to do but search for information
about the infectious diseases and how to protect themselves
against them. In such situations, the internet and social
networks provide a platform for the dissemination of false
information and rumors. An online study of the spread of online
information, the fear, and the risk of infection in acute
respiratory syndrome in the Middle East showed that among the
online documents examined, negative emotions accounted for
80% of all posts across the network channels. Therefore, if a
new and highly contagious disease such as Covid-19 spreads, the
use of a response system to provide reliable information and
training content along with medical services will prevent the
dissemination of incorrect information on the internet. The
participants in this study expressed their agreements on two
tele-information and tele training services with an agreement
rate of 100%. In the proposed model, the need for using a
tracking service to prevent the spread of new coronavirus was
confirmed with the agreement rate of 100%. This service is

important to distinguish the population at risk using GPS.

Conclusion

The most important part of health care is the continuous
monitoring of the spread of any fatal disease. Looking at the
future of prevention and control of epidemics, it seems that the
existence of a comprehensive e-health infrastructure along with
reducing public exposure to infected people facilitates the rapid
and appropriate use of treatment. Therefore, these
infrastructures can play an important role in dealing with
emergencies and the widespread of discases. Of course, every
technology has its challenges, and for e-health, access to the
right internet speed and bandwidth is a challenge. The use of e-
health infrastructure in epidemic conditions has great potential
in improving epidemiological research, discase control, and
clinical management. It seems that developing societies should
take a major step in setting up a comprehensive infrastructure
for managing, preventing, predicting, and controlling
communicable discases so that, they can benefit from e-health
services at the beginning of these outbreaks. Studies conducted
since the outbreak of COVID-19 have examined the latest
information on epidemiology, clinical features, diagnosis,
treatment, and prevention of this infection, and this study is the
first study that has proposed a comprehensive conceptual model
of e-health regarding this disease. A conceptual model has been
proposed in this study by reviewing the texts and using the

technical experiences of the research team and the opinions of
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experts in various fields. Researchers in future studies should
plan to develop a comprehensive national software platform

based on the proposed model in this study.
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